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JlanHas mporpaMMa BKJIIOYAaeT BOINPOCHI JK3aMeHa IIpH IOCTYIUIGHHH B
acmupanTypy JIMIIE[KOTO TOCYAapCTBEHHOIO IIEJarorm4eckoro yHHBEPCUTETa IO
Hanmpasnennto  moxroroBku  10.06.01 - HMudopmanuonHas — 0e30MaCHOCTS,
HaIIPaBJIeHHOCTh - METO/ABl U CHCTEMbI 3alIUTHl MH(MOpMaIMH, WHPOpMAIUOHHAS
0e30macHOCTb.

1. COAEP)KAHUE NTPOI'PAMMBbI

I. Teopust nHGOPMALIMOHHOK O6€3011aCHOCTH

CyIHOCTb ¥ MOHATHE HH(GOPMAIMOHHON 6€3011aCHOCTH.

O6bexTsl MHpOpPMAIMOHHON Oe3omacHocTH. CBA3p  MH()OPMAIMOHHOM
GesomacHocTH ¢ uH(popMmaruszaiueii obmectsa. CTpykTypa HH(POPMAIUOHHOMU
6esomacHocTr. Onpeesnenue MOHSATHS "MHGOPMAIIMOHHAs 6€30acHOCTE" .

CoBpeMeHHass JOKTpuHa HH(MOpMAMOHHOW Oe3omacHocTH Poccuiickon
Qenepanuu.

[ToHsTHE ¥ HA3HAYEHHE JOKTPHHBI HH(POPMAIIHOHHON 06€3011aCHOCTH.

WHTepecsl TMYHOCTH, OOIIECTBA U FOCYAapCTBa B UH(GOPMAIMOHHOH cdepe.

Buzs! 1 cocTaB yrpo3 HHGOPMAaLMOHHOM 6€3011aCHOCTH.

Cocrosinue wuHpopMaIonHoi Oe3omacHocTu Poccuiickoii @enepanuu |
OCHOBHBIE 33J1a4H I10 €€ 00eCIeUeHHIO.

OCHOBHEIE ~ IIOJIOKEHHSI ~ TOCYIapCTBEHHOW  TONUTHKHA  oOecredeHus
HH(OPMAIIMOHHON O€30ITaCHOCTH, MEPOIIPUATHS 110 UX pPeaJIU3allHH.

OpraHusalioHHass OCHOBa CHCTeMbl oOecliedeHus HHQOPMAalMOHHOM
0e30MacHOCTH.

IToustrie ys3BUMOCTH uH(MopManuu. @PopMbl NPOSBICHUS YSA3BUMOCTHU
uHpopmaruu. Bumbl ys3Bumoctd mHpopManuu. Ilonstue "yreuka mHpopmanmu'.
CoorHorienre GopM U BHAOB ys3BumocTH uHpopMmanuu. CoxepkaTelbHas 4acTb
noHsTUA "3ammTa nHGopmanun".

Kputepun, ycioBus U MPUHIMIIE OTHECEHUS HHPOPMAIMK K 3alIUIIaeMOM.

CocraB u knaccuuKays ocuTenel 3auiaeMoil HHQOpMaLHH.

Knaccudukamus KoHQUACHIUATbHONH HWHGOpMAMM 1O BHAAM TalHBI U

CTCIICHAM KOH(bI/IIIeHI_[I/IaJIBHOCTI/I.



Ob6nagatens wHpOpManmu. OO6mamatenn UHGOPMALMU, COCTaBIAIOIIEH
rocyapcTBeHHyIo TaiiHy. Obnanareny HHPOpMAaILIMK, COCTABIIIOIIENR KOMMEPYECKYIO
taiiny. O6nagaTeny WHPOpPMAIIUA, OTHECEHHOH K CIy)KeOHOU U MpodecCHOoHATBHOMI
TaHe.

[TousiTue o6beKTa 3aIUTHI HHPOPMALIUH.

Hocutenu wuHpopManum Kak KOHe4YHble OOBEKThl 3amuThl. OcobeHHOCTH
OTJIeNBHBIX BH/IOB HOCHUTENEH KaK 00BEKTOB 3aIUTHL.

2. TlpaBoBas 3ammra uHbopMauuu Ha3zHaueHWe W CTPyKTypa ITPaBOBOrO
obecrieyeHust 3amuThl HHGOpMamHU. MeToAbl MPaBOBOW 3aIlUTHl HH(QOPMAIIUH.
IIpaBoBbIE OCHOBBI 3alUTBl TOCYJAAPCTBEHHOH, KOMMEPYECKOH, CJIy)KeOHOI,
npo¢eCCUOHAILHON U JIMYHON TaWHBI, EPCOHATBHBIX NaHHBIX. CHCTeMa MPaBOBOM
OTBETCTBEHHOCTU 3a YTe4YKy HH(OpPMAIMM M yTpaTy HOCHTeNled HH OpMaIiH.
IToHsATHE WHTEIUIEKTyaJIbHOH COOCTBEHHOCTH, €€ BHABI U OCHOBHBIE OOBEKTHI
obpa3oBanus. VIHTeNIeKTyalbHBI MPOAYKT KakK OOBEKT HHTEIIEKTyaIbHON
cobcTBeHHOCTH U mpenMeT 3amuTthl. CoaepikaHue rpakJaHCKO-IPaBOBBIX HOPM B
00J1acTH 3aIUTHl WHTEJUIEKTYaJIbHOW COOCTBEHHOCTH. ABTOPCKOE IPABO; MATEHTHOE
IIPaBO; TOBAapHbIN 3HAK; JOTOBOPHOE IIPAaBO, aBTOPCKHE U JIMLEH3UOHHBIE JOTOBOPBHI.

3. ®u3uyeckue OCHOBBI 3alIUTH HH()OPMAIIUH.

[Tonst 0ObekTOB M mpoOJEMBI 3aUIUTBl HHPOPMAIMH, (QHIHIECKHE IO
pasIM4HOM IPUPOABI KaK HOCHUTENH MHpopManuu o6 o0bekTax, OOIIHe IMPUHLIUIIBI
perucTpanuy MHGOPMATUBHBIX XapaKTEPUCTHUK MOJIeH. DIeKTpUIeCKrUe, MaTHUTHBIE U
3JIEKTPOMArHUTHBIE NOJIS1 0OBEKTOB, JIEKTPOMArHUTHBIE BOJHEI, UX XapaKTePHUCTHKH,
CBOMCTBA U OCOOEHHOCTH PacIpOCTPAaHEHUs, OJMIKHSS U JAIBHSIS 30HBI U3ITydYaTells,
pacnpocTpaHeHHWe II0JleM B HEOOHOPOIHBIX cpeAax, NPUHIUIBI 3KpaHHUPOBAHHUS
CTaTHYECKUX U JMHAMHYECKUX IOJeH. YIIpyrue BOJIHBI, UX XapaKTePUCTHUKH, OCHOBBI
aKyCTHUKM pe4Yd U Ccilyxa, CHelu(HKa aKyCTHKHA ITOMELICHWH, 3BYKOHU3OJISAIIHS,
UH(Pa3BYK, YIBTPa3BYK.

4. IH)XeHepHO-TeXHUYecKas 3aIuTa HH(pOpMaL1H.

Bunsr uH(OpMaIuHy, 3alIMINAaeMON  TEeXHUYECKUMH CpeicTBaMH.

JleMackupyromye IpU3HaKd OOBEKTOB 3al[UThl. VICTOYHMKH ¥  HOCHTEIH



uH(pOpMalnH, 3alIUIIaeMON TEXHUYECKUMU cpeAcTBaMHu. [ [pMHIMIIBI 3aIIMCH U cheMa
uHpopManuu ¢ Hocuteseld. Buasl yrpo3 6e3onacHocTd MHGOpPMalLUK, 3aIUIAeMON
TEXHUYECKMMH cpeacTBaMu. [IpuHimmnbel no0biBaHUs M 00paboTKH HHQOpMAIUH
TeXHUYECKUMH cpeacTBamMu. Krnaccudukanus M CTpyKTypa TEeXHHMYECKHX KaHaJlOB
yreuku uHpopMaimu. OCHOBHBIE CHOCOOBI M INPUHIUIBI PpaboOThl CpesCTB
HaOJIIOIeHUsT OOBEKTOB, MOACIYIIMBAaHHUS M TNepexBaTa cuUrHaioB. CmocoObl u
INPHHIMITE PabOTHI CPEJCTB 3alUTHl HHPOPMAIMHA OT HAOIIOIEHNs, ITOACITY LLIUBaHHUS
U IIepexBara.

OpraHu3anoHHbIE U TEXHUYECKHE Mepbl WH)KEHEPHO-TEXHUYECKON 3alIlUThl
MH(}OpPMaIKU B rOCyIapCTBEHHBIX U KOMMEPUYECKUX CTPYKTypax.

Ponep M MecTo TEXHHMYECKUX CpEJCTB B OpraHU3alUHM PEXHUMa OXpaHbl,
COBpEeMEHHas KOHIIETIHS 3allUThl 00BeKTOB. (OCHOBHBIE COCTABIISIOLIME CHCTEM
TCO: maruuku, mpuOOpPEI BU3yaIbHOI'O HaOMIONEHUs, CUCTEMBI cOopa U 0OpaboTKH
HH(pOpMaIH, CPEeICTBA CBA3H, IUTAHUS U TPEBOXKHO-BBI3BIBHONW CUTHAJIM3ALIUY.

5. Kpunrorpaduueckas 3ammura HHGOpPMaLIUU.

Knaccuueckue mudpsl, mudpsl raMMUPOBAaHUS M KOJOHHOH 3aMEHBI.
[Ipocreiimme mmdps! 1 ux cBoiictBa. KoMmnozunuu mudpos. CucteMsl I DpoBaHUS
C OTKphITBIMH Kimtodamu. Kpunrorpadudeckas crokocTs mupposB. OcHOBHbIE
TpeboBanus K muppaM. HMHUTOCTOWKOCTE U TOMEXOYCTOMYMBOCTH IIH(POB.
[lpyHIUNIEI TOCTPOGHMSI KPUITOTpaUUeCKUX aIrOPUTMOB, pa3lIHyuue MEXIy
IIPOTpaMMHBIMU U amnapaTHBIMU peanu3aiusmu. Kpunrorpadudeckue napamerpsl
y3710B 1 6J10KOB MM paTopoB. MeTo bl MONydeHHs CIydaifHbIX U MCEeBIOCITyYaiHBIX
nocinenoBaTenbHocTe.  IIporpammuble  peanuzanuu  muppoB.  OcobGeHHOCTH
UCII0JIb30BaHMsl BBIYMCIUTEIbHON TEXHUKU B KpUntorpaguu. Bonpocsl opranuzaniu

ceTell 3aceKkpedeHHOU cBsi3u. KiroueBble CUCTEMBI, KpUNTOrpaduuecKue Xel-

byHkmu. DnexktpoHHas nudposas noanucs. Kpunrorpaduyueckue mpoToKoIb.

2. Bonpochbl K BCTYNHTEJIbHOMY 3K3aMeHY B aCIIHPAHTY Py
1. Cyummeets 1 noRnrne  nropnmannonnei — GegonaeHoen, OGnarrn

nHpopManMoHHOH Oe3omacHocTU. CBs3p HMH(DOPMALMOHHON O€30MacHOCTH C



uHpopMaTH3anueli obmectsa. CrTpykTypa HH(POPMALMOHHOW —0E30IaCHOCTH.

Onpezenenue noHsTHs "HHGOPMAI[HOHHAs 6€30MacHOCTh" .

2, OCHOBHBIE CIIOCOOBI U IPHMHLMITEI PabOTHI CPEACTB HaOMIOAEHHUS OOBEKTOB,
OZCTYIIMBAHUA U TepexBara curianoB. Croco6Bl U IPUHIKUIEI pabOThl CPEJCTB
3alUTEl MH(pOpPMAIMK OT HAOIIOeHH s, ITOICIYLINBAHNS U IIepexBaTa.

3 CoBpeMeHHasi JOKTpHHA WH(OpPMaHOHHOH OGe3omacHocTH Poccuiickoit
®enepanuy. [ToHsTHe W Ha3HAYeHHE JOKTPHHBI MH(OPMALMOHHOH 0€30IacHOCTH.
HTepecs TUYHOCTH, OOIIECTBA U FOCyAapcTBa B HHYOPMAIMOHHOH cdepe.

4. Poimb M MECTO TEXHHYECKHUX CPEACTB B OpPraHM3allid PEXHUMa OXpaHB,
COBpEMEHHasi KOHIENIHs 3alluThl 00beKToB. OCHOBHBIC COCTABIAIOIIME CHCTEM
TCO: pat4uky, npubOpbl BU3YaJbHOTO HAOIIOIEHUS, CUCTeMbI cOopa U 00paboTKH
WH(OpPMAIIUH, CPEACTBA CBSI3U, TUTAHUS U TPEBOXKHO-BBI3BIBHOM CHTHATU3AIHH.

5. OCHOBHBIE  IIOJIOKEHHWs] ~ TOCYIapCTBEHHOW  IIONUTUKH  obecredeHus
uH(GOpMAIMOHHOW  0€30IacHOCTH,  MEpONpUATHS [0  HMX  pealu3aluH.
OpraHu3alMoHHas OCHOBA CHCTEMBI 00eciedeHUsI HH(POPMAaLMOHHOMH 6€30MacHOCTH.
6. Knaccuyeckue 1mmdpsl, mMGpsl TaMMHUPOBAaHUS M KOJIOHHOW 3aMEHBI.
IIpocreiimue mmppsl U ux cBoiictBa. Kommosuruu mmdpos. Kpunrorpaduyeckas
croiikocTh mudppoB. OcHOBHBIE TpeOoBaHUS K MmHPpaM. KMUTOCTOMKOCTH U
[IOMEX0YCTOWYHUBOCT U(DPOB.

& ITonsitue  ysi3BuMocTH HHGpopManuu. POpMbl NPOSBIEHHS YSI3BUMOCTH
uHpopmanuu. Bumsl yszsumoct uHpopManuu. [lonsTue "yreuka mHpopmanmu".
Cootromenre ¢popM ¥ BHIOB ys3BUMOCTH uHpopmanuu. CojepikaTeibHas 4acTh
NOHATHUSA "3amuTa nHpopmanuu".

8. Cucrtempl mHQPPOBaHUS C OTKPBHITBIMU KiIo4amH. [IpuHIMIEI MOCTpOEHHSA
KpunTorpa@uyeckux  anropuTtMoB. Pasnmuume  MexXay  IPOrpaMMHBIMH |
anmapaTHBIMU peanusaiusMi. Kpunrorpadudeckue mapamerpsl y3loB H OIOKOB
mrppaTopoB.

9. O6nanmarens wuHpopManuu. Ob6namatenu HHGOPMALUH, COCTABIIAIOIIEH

rocyJ1apCTBEHHYIO TaiHy. Ob6nanarenu uHpopMaLnH, COCTaBJISIOIIEH



KoMMepdecKyro TaiiHy. OGianarend WHGOpPMaLUM, OTHECEHHOM K CIIy)KeOHOH 1
npodecCUOHaNbHON TalHe.

10.  Ympyrue BOJHBI, UX XapaKTePUCTUKH, OCHOBBI aKyCTHKH peYd MU CIyXa,
crienubrKa aKyCTHKH OMEIICHH, 3ByKOU30JIAIHA, HHDPa3ByK, yIbTPa3BYyK.

11. HasHaueHuwe W CTPYKTypa IPaBOBOro oOecHedeHHs 3allluThl WH(pOPMALKH.
MeTo1I ITPaBOBO# 3aIUTEI HH(OPMALIUH.

12. DnexkTpuyecKkde, MarHUTHBlE U OIEKTPOMArHUTHBIE TIIOJS  OOBEKTOB,
SNIEKTPOMArHUTHBIE BOJIHBIL, MX XapaKTePUCTUKH, CBOKMCTBA M OCOOEHHOCTH
pacrpoCcTpaHeHus:, ONMKHSS ¥ JalbHsS 30HbI U3JIydarelis, paclpoCTpaHEeH e I10JIeH B
HEOJHOPOJHBIX CpeliaX, MPUHIIMITBI SKPAaHUPOBAaHUSA CTaTUYECKUX U JHHAMHYECKUX
TIOJIEH.

13.  TIpaBOBbIe OCHOBBI 3aIUTHI KOMMEPUYECKOH, CirykeOHOH, TpodeccuoHaIbHOMI
¥ JTU4HOM TaitHbl. CHcTeMa MPpaBOBOM OTBETCTBEHHOCTH 3a YT€UKY MH(pOpPMAaIUU U
yTpaTy HOCUTeNel nHpOopMalUu.

14. Kpunrorpaduueckue  TpOTOKOIBI.  Bompocsl  OpraHM3alyii  CeTel
3aCEKpPEYECHHOM CBS3U.

15, Buagel u cocraB yrpo3 uHpopmanuoHHo# OesonacHoctH. CocrosHue
uH(popMarmonHou 6e3omacHocTH Poccutickoit Denepanuy 1 OCHOBHBIE 3a/1a4H 110 €€
obecreyeHuro.

16.  MeToabl MOMyYeHHUs CIIy4alHBIX U IICEBJOCIYyYaiHbIX [T0CIIE0BATEIBHOCTEN.
[IporpammHEbIe peanuzanuu I poB. Ocobennoctu UCIIOJIb30BAHMS
BBIYHCITUTEIBHOW TEXHUKH B KPUITOTpaUH.

17.  ABTOpckoempaBO; MaTEeHTHOE IIpaBO; TOBAPHBIM 3HAK; JOrOBOPHOE IIPaBo,
aBTOPCKHUE U JIULIEH3UOHHBIE JOTOBOPBL.

18. TIlomst 06BEKTOB W MpoOJIeMBbl 3aIIUThl HWHGOpMalUWH, (U3AIECKUE I0JIA
pa3InIHON MPUPOABI KaK HOocUTeTH mHpopManuu 06 o0BeKTax, oOIIye IPUHIUIIE]
peructpanuu HHOOPMATHBHBIX XapaKTEPUCTUK MOJEH.

19.  KpuTepms, ycJIODHS H HPHIIIHILI OTII®COIHs HIIGOPMALHH K 3aIIHIA8MOil.

CocraB u knaccudukamys Hocutenei 3ammmaemMoid nHpopmanuu. Knaccudukanns



KOHQUIECHIMAIPHOH  WH(pOpPMAlMH 1O  BHAaM  TadHBl M CTENeHAM

KOH(DUIEHIUAIBHOCTH.

20. TlpuHumumsl [o06biBaHUS X 00pabOTKM  MH(OpPMALMKM  TEXHHYECKUMH
cpeactBamu. Kiaccupukauust U CTPyKTypa TEXHHYECKHX KaHAIOB  yTeUKH
uH(pOpMaLUHU.

21. TloHsTHe MHTEIUIEKTyalbHON COOCTBEHHOCTH, €€ BHJIbI 1 OCHOBHbIE OOBEKTHI
o6pazoBanus. MHTeNeKTyalbHbIH IPOAYKT KaK OOBEKT MHTEJIEKTYalbHON
COOCTBEHHOCTH M mpeamMeT 3amuThl. CojepikaHue IpakJIaHCKO-TIPaBOBBIX HOPM B
00J1aCTH 3alMTHI HHTEJUIEKTYaJIbHOM COOCTBEHHOCTH.

22. TlpuHuunsl 3amMcd W cheMa HHQOpPMAIMU ¢ Hocutened. Bumbr yrpos
0€e30macHOCTH HH(POPMAIUH, 3aIIAIIAEMO TEXHUYECKUMH CPEICTBAMM.

23. Tlonarume o6wekTa 3amuThl uHpopMmanuu. Hocurenu wuHPOpMaUH Kak
KOHEeYHble O00BeKTHl 3amuThl. OCOOEHHOCTH OTJENBHBIX BHUIOB HOCHUTEJIEH Kak

00BEKTOB 3allIATEL.

24. KiroueBble CHCTEMBI, KpulTorpaduveckue Xem-QyHKIHH. OIEKTPOHHAas
U poBasi MOAIKUCE.

25.  IIpaBoBbIE OCHOBBI 3aIIUTHI FOCYAAPCTBEHHOM TaliHBI.

26.  OpraHu3alndoHHbIE ¥ TEXHUYECKHE MEphl HHKEHEPHO-TEXHUYECKOM 3allUThI
WH(pOpPMAILIHU B TOCYIapCTBEHHBIX U KOMMEPYECKHUX CTPYKTypax.

27.  TlpaBoBble OCHOBBI 3aLLUTHI IEPCOHAIBHBIX JaHHBIX.

28. Bunel  uH(opmManuuy, 3allUIaeMO  TEXHUYECKUMU CpEeLCTBaMH.
JleMackupyrollie TMpPU3HAKH OOBEKTOB 3aIlMTHl. VICTOYHMKH M HOCHTEIH
uH(pOpMaIMK, 3alUIIAeMONA TEXHUYECKUMU CPEICTBAMM.

3. ITopsinok npoBeeHHsI YK3aMeHa NPH NOCTYNJIEHHH B ACIIMPAHTYPY

DK3aMeH IPOBOAUTCS IO OueTaM, OTBET Ha KOTOphIe OILIEHMBAaeTCs II0
5-6aIpHOM 1IKaie. MUHUMAIBHBIHN [TOJIOKHUTEIBHBIN Oat — 3.

DK3aMeH IIPOBOAMTCS Ha PYCCKOM si3bIKe. Pe3ynbraTsl  0QOpMIIOTCA
IIPOTOKOJIOM, B KOTOPOM (DHKCHPYIOTCS BOIPOCH! K HocTynaromeMy. K mporokomry
NPUJIATralOTCs JIUCTBHI OTBETA WIIM WHBIE MaTepHabl, IIpelyCMOTPEHHbIE IIPOrPaMMOii

BCTYIIUTCIIBHBIX WUCITBITAHUM.



B omnpejiesieHHOe paclUCaHHeM BpeMsl IOCTYIIFOIINE JOJDKHBI 3aHATh MECTa B
Ha3HAYEHHOM ayJJUTOPHH, [UIA 4ero ¢ coboil HeoOXOAMMO UMETh: MACHOPT, IK3aMe-
HAIIMOHHBINA JHCT, 2 pydku (cuHMe Wiu 4YepHble). Ha oTBeT Ha BOmpockl Ounera oT-
BomuTCs 2 akademuyeckux yaca. Jlns ui ¢ OB3 3T0 BpeMs MOXKET ObITh YBETMYEHO Ha
1 gac. TlopsaoK OTBETOB Ha BOIPOCH! OuiieTa OIpeseNseTcss CaMuM abUTyPHUEHTOM.
IIpu oTBeTe Ha BOMIPOCHI, €CIU 3TO NOTpedyercs, JOIYCKaeTcs HCIOIB30BaHUe
HOPMAaTHBHOM M TPaBOBOW [OKYMEHTAlMH B OOJACTH 3allUThl UHQOpMALHH,
HaIJISAHBIX TOCOOUH, CITPaBOYHOM JINTEPATyPhl, TEXHUYECKHX CPEJICTB.

OTBET Ha BONPOCHI JIOJKEH OBITh HAyYHBIM, TO €CTh OMMUPATLCS Ha COOTBETCT-
BYIOIIME 3aKOHBI U TEOPHUH, JOJDKEH OBITh JIOTMYECKH CTPOMHBIM, B HEM JOJKHBI
IIPUCYTCTBOBATh JOKA3aTeJIbCTBA, OMHPAIOINMECS HAa apryMEHTHI, aHATUTHYECKHE
JI@HHBIE U (aKThI, JOJDKEH CTPOUTCS C UCIOJIb30BaHUEM 3HAHUM IPYTrUX TUCIHUIUINH,
TO €CTh OBITh MHTErPUPOBAaHHBIM. OTBET cjelyeT CTPOMUTH B €IUHCTBE TEOPUH H

IIPaKTHKH C INOATBECPXKICHUEM TEOPETUICCKUX MOJI0KEHU N q)aKTaMI/I, KOHKPETHBIMHA

CUTyallusIMHU.
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